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1.0 Purpose

RSA authentication is being decommissioned for customers using the Sponsored Access Risk Portal. An alternative solution will
replace RSA tokens, this solution is OKTA authentication. OKTA requires customers to authenticate access via a code sent to the
customers’ email.

This guide will take you through the steps to setup OKTA Authentication and how to use OKTA Authentication to access the
Sponsored Access Risk Portal.

2.0 User Registration for OKTA Authentication

Customers who are currently setup on the Sponsored Access Risk Portal will receive an activation link from
noreply@identity.lseg.com to activate their OKTA account on the CDS / Production migration dates which will be announced via a
Service Announcement and a Technical Notice.

Step-by-step guide to OKTA Migration.

1. LSEG will send OKTA Activation email to customers registered emails. An email from noreply@identity.Iseg.com will
be sent to customers to start the account activation.

Expected Email Header for each environment:

CDS: ‘Welcome to UAT — LSEG Identity’
Prod: ‘Welcome to Prod — LSEG Identity’
|
$0¢ LSEG

Please click ‘Activate Your Account’ (link expires within 7 days from receiving the email).
Once you click the link in the email, your email associated with the Sponsored Access
Risk Portal is registered, however please follow the next steps to complete the setup.

T youT e S5 ey anomer o con T ey San Customers may need to whitelist https://identity.lseg.com/ on their internet firewall

©one account and password to suthc d LSEG Servicas.
policies.

Welcome to DEV - LSEG Identity

Hi extemal.

Stock Exchange Group services.

Let's get you set up

Your epplication helpdesk hes crested an LSEG Identity Dev user account for
you.

ACTIVATE YOUR ACCOUNT ==

Plesse note: This link expires in 7 days.

ou can acoess the applications directly via their websites.

If you experience difficulties sccessing your scoount, plesse contact your

spplication helpdesk.

This is an sutomaticslly genersted message from L SEG Identity. Replies are
not manitared or answered

Kind Regards,
LSEG identity

% L

SEG

Find »


mailto:noreply@identity.lseg.com
mailto:noreply@identity.lseg.com
https://identity.lseg.com/

Header 4

2. Create Password. During the activation process you will need to setup a password. Customers will need to skip the
‘Google Authenticator’ step as this is not required.

SET UP SECURITY METHODS

Security methods help protect your account by ensuring
only you have access.

Back to sign in

Contact Us | Privacy Policy | Terms and Conditions

Once customers have fully activated their OKTA Authentication account, users of the Sponsored Access Risk Portal can how
access the SPO portal using the regular Sponsored Access Risk Control Portal URL'’s.

How to use OKTA Authentication with the Sponsored Access Risk Portal can be found in the next section ‘Accessing the
Sponsored Access Risk Portal once OKTA Authentication is setup’.
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3.0 Accessing the Sponsored Access Risk Portal
once OKTA Authentication is setup.

1. Go to the Sponsored Access Risk Portal website. Details of LSE & Turquoise CDS and Production Risk Portal addresses
below.

LSE Sponsored Access Risk Portal URLS:

- CDS - https://cds-sponsored-access.londonstockexchange.com/

- Production - https://sponsored-access.londonstockexchange.com/

Turquoise® Sponsored Access Risk Portal URLS:

- CDS - https://cds-sponsored-access.tradeturquoise.com/

- Production - https://sponsored-access.tradeturquoise.com/

2. Populate the email address associated with your Sponsored Access Risk Portal Login and click ‘Next'.
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LSEG Identity Login

Email

3. Click ‘Select’ next to Password.
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Verify it's you with a security method
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4. Type in the password you set when setting OKTA Authentication, then click Verify.
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Verify with your password

®

Password

Forgot password?

Verify with something else

Back to sign in

5. Once you click verity, you will need to click the ‘Send me an email’ button to receive a one-time-verification code to your
registered email address.

Y0¥ LSEG DEV - LSEG Identity - Action Required: One-time
verification code
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=
\ / We have received a request for a one-time code that can be used for
= authentication.
Get a verification email

® Please find below your one-time account verification code:

Send a verification email to n***s@lseg.com 633480

by clicking on *Send me an email

If you believe you have received this email in error, please contact your
Send me an email X
e application helpdesk.

Back to signin



6. You will receive an email from noreply@identity.lseg.com which will contain a unique Verification code which you will need
to submit. Select the ‘Enter a Verification code instead’ button in order to submit the verification code and click ‘Verify’
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INK in your email to continue or
enter the code below | I

I Enter a verification code instead I
Verify

7. Once you verify, you be redirected to the Sponsored Access Risk Portal URL. You will need to use your Sponsored
Access Risk Portal credentials to login.

Login
Welcome to the Risk Monitoring Portal. Please enter your Username and Password to login

Usemame [
Password [

LOGIN
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