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About this document

This document outlines the necessary steps for generating SSL Certificates required to enable WebSocket Secure port on
ADS/RTC to accept mounts from Real-Time data consuming applications like LSEG Workspace. For creating self-signed certificate
procedure, this guide could be complemented with WSS enablement script which is distributed separately.

In this document, it is assumed that all operations on the Linux machines running ADS and RTC processes'
are performed under the radmin user account.

Intended readership

This reference guide is intended for LSEG/Refinitiv Customers who would like to enable encryption for Real-Time traffic from
ADS/RTC over WebSocket protocol.

Further information

To:
e Request product assistance, contact Support.

e Access other LSEG Workspace technical content, see the Workspace technical documentation site.

e Provide feedback on Workspace technical content, contact DocFeedback@lseg.com.

' ADS and RTC must be on version 3.7.2 or above.
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Generating certificates

Real-Time Advanced Distribution System (ADS) and the Real-Time Connector (RTC) can listen and accept mounts from Real-Time
data-consuming applications — such as LSEG Workspace — on both WebSocket (WS) and WSS ports simultaneously. However, to
enable WebSocket Secure (WSS) connectivity in ADS and RTC, certificates must be generated.

There are three common approaches for generating certificates:

e  Through a Public Root Certificate Authority

e  Through your Enterprise Root Certificate Authority

e As a self-signed certificate

The certificate creation procedures require the OpenSSL opensource package to be installed to run the commands shown in the
sections below. It can be installed and used for these purposes either on the Linux machine running the ADS and RTC process or
on any workstation running Windows or Linux.

Generating through a Public Root Certificate Authority

To generate a certificate through a Public Root Certificate Authority (or Root CA), follow the steps below:
1. Create a Certificate Signing Request (CSR) configuration file

Use a text editor to create a file named <ADS_hostname>.cnf. For example:

[req]

prompt = no

default_bits = 2048

distinguished_name = req_distinguished_name

req_extensions = req_ext # Required to add SAN to CSR

[req_distinguished_name]

C = PL Country (2-letter code)

#
ST = Pomerania# State/Province
L = Gdynia # City
0 = LSEG # Organization
OU = TIS # Organizational Unit
CN = 1lseg.com # Primary domain (still required but not used for validation)
[req_ext]

keyUsage = digitalSignature, keyEncipherment
extendedKeyUsage = serverAuth
subjectAltName = @alt_names # Reference SANs below

[alt_names]

DNS.1 = 1lseg.com # Primary domain

DNS.2 = adshost1.lseg.com # Subdomain 1

DNS.3 = adshost2.lseg.com # Subdomain 2

IP.1 = 192.168.1.101 # Optional: Add IP addresses
IP.2 = 192.168.1.102

To prevent rejections by strict validation servers, defining Common Name (CN) as a first Subject Alternative Name
(SAN) is a requirement. SANs must match the ADS hostnames that are configured either in your shared configuration
JSON file or defined under the Configuration Manager in LSEG Workspace.

2. Generate Private Key? and CSR

The Certificate Signing Request (CSR) file contains information that identifies your organization and domain, including your
public key, which is signed by your private key.

openssl req -new -newkey rsa:2048 -nodes -keyout <ADS_hostname>.key -out
<ADS_hostname>.csr -config <ADS_hostname>.cnf

2 The private key is not protected with a passphrase.

Generating certificates 3



LSEG Workspace — WebSocket Secure Configuration Guide

»# Depending on policies in your organisation, the RSA-2048 asymmetric encryption algorithm that used in the example
statement above, could be changed. For example, you can amend the -newkey parameter to specify a key pair encryption
system, such as rsa:3072 or rsa:4096.

3. Examine CSR file created
openssl req -noout -text -in <ADS_hostname>.csr
4. Submit CSR to your preferred Public Root Certificate Authority (CA)

Download and store certificate files

It is recommended that certificates and private key files are stored under /opt/refinitiv/SOFTWARE/globalconfig, in
a separate sub-folder, for example, certificates. This subfolder can also be hidden.

6. Concatenate primary and intermediate files

To build a complete trust chain, concatenate the files by using the following statement:

cat <ADS_hostname>.crt CA-bundle.crt > <ADS_hostname>_bundle.crt

A& To enable WebSocket Secure protocol in ADS and RTC, refer to Enable WebSocket Secure listening port in ADS/RTC.

Generating through an Enterprise Root Certificate
Authority

If your organisation has its own Enterprise Root Certificate Authority, certificates for ADS and RTC can be generated using that
service. For further information about Active Directory Certificate Services (AD CS), including installation, configuration, and use of
group policy certificate distribution, refer to the Microsoft AD CS documentation site.

All examples in this section are for informational purposes only, as the actual procedures can vary by customers. Please consult
your local AD CS Administrator for detailed instructions or assistance.

A You can use steps from Create Certificate from Public Root Authority to create CSR file to share with your internal Security
Team responsible for Enterprise Certificate management. Or refer to the steps described below.

1. Establish a trust relationship between R certrngr - [Certificates - Current User\Trusted Root Cerfification Authorities\Certificate m
the PC running LSEG Workspace and Fils Adiah VW ide
the Enterprise Root CA = 20 B B
To establish a trust relationship, the Gl Certfficates - Current User lssued To = Issued By
Enterprise CA Root Certificate must be ] ie“f’:; D (551 Class 3 Public Primary Certification Authority Class 3 Public Primary Certificatio...
. ~ FUste: {ala) erurication Al | 5 i g L
installed on each PC that runs LSEG s T _g‘.]Copyrlght(c)‘I?Q?Mlcrosoft Corp. Copyright (c) 1997 Microsoft Corp.
Workspace. This is done through the | Enterprise Trust EslDigiCert Global Root CA D oo POt
Trusted ROOt CertificateA thOI’It store in = Itermcdiate Cortfication Al =21DigiCert Global Root G2 DigiCert Global Root G2
" R u Y = Active Directory User Object || CAHotspot 20 Trust Root CA - 03 Hotspot 2.0 Trust Root CA - 03
the Certlflcate Manager tOOI, as = Trusted Publishers &l Microsoft Authenticode(trn) Root Authority Microsoft Authenticode(tm) Root...
hlghllghted 0 in the example, OppOSite: % \ntrusted Certificates [SalMicrosoft ECC Product Root Certificate Authority 2018 Microsoft ECC Product Root Certii., |
| Third-Party Root Certificatior E5IMicrosoft ECC Product Root Certificate Authority 2018 Microsoft ECC Product Root Certi...

2. Create a Private Key with a custom 5 Trusted People (.% Microsoft ECC TS Reot Certificate Authority 2018 Microsoft ECC TS Root Certificate ...
Request in AD Cs | Client Authentication Issuerl = Microseft Root Authority Micrssoft Root Authority

“| Local NonRemovable Certificl|] gl Microsoft Root Certificate Authority 2010 Micr ssoft Root Certificate Authori...
Do the fo"oWing: | Smart Card Trusted Roots LeJMicrosoﬂ: Root Certificate Authority 2011 Micresoft Root Certificate Authori...
SglMicrosoft Time Stamp Root Certificate Authonty 2014 Microsoft Time Stamp Root Certif...
a) Run (Windows key + R) mmc.exe. S2INO LIABILITY ACCEPTED, (c)97 VeriSign, Inc. NO LIABILITY ACCEPTED, ()97 V...
[551Symantec Enterprise Mobile Root for Microsoft Symantec Enterprise Mobile Root ...

b) In the MMC COnSOle, select File > < > || Sl Thawte Timestamping CA Thawte Timestamping CA

Add/Remove Snap-in...
c) Inthe Available snap-ins section of the Add or Remove Snap-ins dialog, select Certificates and click Add >.
d) In the Certificates snap-in panel, select Computer Account and click Next.
e) In the Select Computer panel, select Local Computer and click Finish.

f)  Return to the MMC Console, expand Certificates (Local Computer) Snap-in, to display the logical store names, and right-
click Personal.

g) Select All Tasks > Advanced Operations > Create Custom Request.

h) Inthe Select Certificate Enroliment Policy panel, select Proceed without enrolment policy and click Next.
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In the Custom request panel, for Request format, select PKCS #10 and click Next.
In the Certificate Information panel, under the Details drop-down section, click Properties.

Under the Subject tab, set the Subject Name (CN=<ADS_hostname>, O=0rg, L=City, S=State, C=Country) and add the
necessary SANs (DNS names).

You are advised not to rely solely on the CN definition, as it is often considered obsolete for hostname checking. Use a SAN

instead, with the CN explicitly as the first entry. this approach also enables a single signed certificate to be created for multiple
ADS and RTC machines.

1)

Under the Private Key tab, set the Key size to 2048 (RSA, if applicable) and select the Make private key exportable
checkbox.

m) Click OK to save your settings and return to the Certificate Enroliment wizard.
n) Inthe Where do you want to save the offline request? panel, specify the file name (for example, <ADS_HOSTNAME>.csT)
and location, and click Finish.
3. Submit the CSR to AD CS Microsoft Active Directory Certificate Services — CssAlph-JAMALW-WIN2K8R2-CA
a) Inaweb browser, navigate Welcome
tO http ://<CA-Server>/certsrv. Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your
identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of cerfificate you request,
b) Under the Welcome page perform ather security fasks.
Se|ect Request a certificate e You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to
. view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.
lect a task:
aReguest a certificate
View the status of a pending certificate request
Download a CA certificate, cerificate chain, or CRL
C) Under the RequeSt a Certlflcate page’ Microsoft Active Directory Certificate Services - CssAlph-JAMALW-WIN2K8R2-CA
select advanced certificate request
9 Request a Certificate
Select the cerfificate type
User Certificate
Or, submit an advanced certificate request. 9
d) Under the Advanced Cert|f|cate Microsoft Active Directory Certificate Services — CssAlph-JAMALW-WIN2KBR2-CA
Request page, select Submit a Advanced Certificate Request
certificate requeSt'" e The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request fo this CA.
o Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded
PKCS #T7 file
e) _Open the <ADS_HOSTNAME> . csr file Microsoft Active Directory Certificate Services — CssAlph-JAMALW-WINZKSR2 CA
in Notepad, then copy the entire Submit a Cortificate Reauest or Renewal Redusst
. . ubmit a Certificate Request or Renewal Reques!
content (including - ---- BEGIN...,
' To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request
and SO On), and paSte It IntO generated by an external source (such as a Web server) in the Saved Request box.
the Saved Request box @. N
f)  Under Certificate Template @, Base 6-encoded | s/ euvmeonmieanrabzs na A oo TaE|
select the appropriate computer. S S
PKCS #10 or bgo= =
. . PKCS #7)  ——--- END NEW CERTIFICATE REQUEST----- -
g) Click Submit @. < T— '
Certificate Template: g
-

Additional Attributes:

Attributes: i
« »

=0
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h) Under the Certificate Issued page,
select Base 64 encoded @ and
click Download certificate ©).

Microsoft Active Directory Certificate Services — CssAlph-JAMALW-WINZK8R2-CA

Certificate Issued

The certificate you requested was issued to you.

I) Export the Private Key and copy it © DER encoded or @ Base 64 encoded Q
together with the file downloaded in %Q—awnload cetfcats
previous step to the Linux machine Download certficate chain
running ADS and RTC processes.

4. Upload prepared certificate files to ADS
machines

a) [Recommended] Store certificates and private key files under /opt/refinitiv/SOFTWARE/globalconfig,ina
separate subfolder, certificates, for example3.

b) Copy the certificate and private key files to the sub-folder?.
A& To enable WebSocket Secure protocol in ADS and RTC, refer to Enable WebSocket Secure listening port in ADS/RTC.

Generating a self-signed certificate

This can be done in the following ways:

e Creating a separate certificate for each ADS host

e Creating a single certificate for multiple ADS machines

e Uploading the <ADS hostname> CA.crt to user PCs

Creating a separate certificate for each ADS host

To do this, follow the steps below:
1. Create a private key for the root CA of your server

a) Use an openssl statement, similar to the example below, to create the private key. This key is used to sign the root
certificate:

openssl genrsa -des3 -out <ADS_hostname>_CA.key 2048

b) Enter a passphrase and store it in a safe location.

# Do not share your Private Keys with anyone outside your organisation.

i

Create a public certificate for the CA of your server
The public certificate is used to sign other certificates for ADS and RTC services. It can also be distributed to either:

e the computer of every user running LSEG Workspace, or
e  Your Enterprise Certificate Authority Trust storage.

To create the public certificate, use an openssl statement, similar to the example below:

openssl req -new -x509 -sha256 -days 3650 -key <ADS_hostname>_CA.key -out
<ADS_hostname>_CA.pem

3
4

This subfolder can also be hidden.
Each signed certificate and the private key it is based on must be copied to every machine running ADS.

Generating certificates 6
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email address of your organisation. If you
intend to create separate certificate for
every ADS, then use the output of
hostname command of the Linux machine
hosting ADS as the Common Name (CN).

Examine the CSR file created

To verify the decrypted content of the CSR
file, use the following statement

openssl req -noout -text -in <ADS_hostname>.csr
Create Certificate Signing Request (CSR) for ADS/RTC service:

openssl req -new -key <ADS_hostname>.key -out <ADS_hostname>.csr -sha256

You are prompted to enter a Challenge Password. This should be blank.
Manually create an .ext file

Use a text editor to manually create an .ext file (<RADS_hostname>. ext in the example, below) with the FQDNSs of the
server(s) running ADS and RTC services:

keyUsage = critical, digitalSignature, keyEncipherment
extendedKeyUsage = serverAuth

subjectAltName = @alt_names

[alt_names]

DNS.1 = <ADS_hostname1>

DNS.2 = <ADS_hostname2>

DNS.#N = <ADS_hostname#N>

If you intend to use ADS and RTC IP addresses to set up streaming using Configuration Manager in LSEG Workspace, add
the following parameters to the file:

e |P.1=192.168.1.11
e [|P2=192.168.1.12

Sign the CSR with a CA certificate

Use an openssl| statement, similar to the example below, to generate self-signed certificate

openssl x509 -req -sha256 -days 3650 -in <ADS_hostname>.csr -CA <ADS_hostname>_CA.pem -
CAkey <ADS_hostname>_CA.key -CAcreateserial -out <ADS_hostname>.crt -extfile
<ADS_hostname>.ext

You are prompted to enter the passphrase for your private CA key.

Convert CA certificate from PEM to CRT format

Windows accepts CA certificates in CRT format only. So, to convert your file, use an openssl state (see the example below):

openssl x509 -outform der -in <ADS_hostname>_CA.pem -out <ADS_hostname>_CA.crt

Creating a single certificate for multiple ADS machines

To do this, follow the steps below:

1.

Create a private key for the root CA of your server

a) to create the private key, use an openssl statement (see the example below). This key is used to sign the root certificate:

Generating certificates 7



LSEG Workspace — WebSocket Secure Configuration Guide

openssl genrsa -des3 -out <DOMAIN_NAME>_CA.key 2048

b) Enter a passphrase and store it in a safe location.
»# Do not share your Private Keys with anyone outside your organisation.
2. Create a public certificate for the CA of your server
The public certificate is used to sign other certificates for ADS and RTC services. It can also be distributed to either:

e the computer of every user running LSEG Workspace, or
e  Your Enterprise Certificate Authority Trust storage.

To create the public certificate, use an openssl| statement (see the example below):

openssl req -new -x509 -sha256 -days 3650 -key <DOMAIN_NAME>_CA.key -out
<DOMAIN_NAME>_CA.pem

# You are prompted to enter the details and email address of your organisation. You can use wildcards for the CN, if a single
certificate will be used on multiple ADS and RTC servers. Refer to the DNS. 1 entry in step 3, below, for a wildcard example.

3. Create the CSR configuration file

Use a text editor to create a CSR configuration file <DOMAIN_NAME>.cnf, similar to the example, below:

[req]

prompt = no

default_bits = 2048

distinguished_name = reg_distinguished_name

req_extensions = reg_ext # Required to add SAN to CSR

[req_distinguished_name]

C = PL # Country (2-letter code)

ST = Pomerania# State/Province

L = Gdynia # City

0 = LSEG # Organization

OU = TIS # Organizational Unit

CN = lseg.com # Primary domain (still required but not used for validation)
[req_ext]

basicConstraints = CA:FALSE

keyUsage = digitalSignature, keyEncipherment
extendedKeyUsage = serverAuth

subjectAltName = @alt_names # Reference SANs below

[alt_names]

DNS.1 = *.lseg.com # Primary domain

DNS.2 = adshost1.lseg.com # Subdomain 1

DNS.3 = adshost2.lseg.com # Subdomain 2

IP.1 = 192.168.1.101 # Optional: Add IP addresses
IP.2 = 192.168.1.102

# To prevent rejections by strict validation servers, the Common Name (CN) must be defined as the first SAN. SANs must match
ADS hostnames that are configured either in your shared configuration JSON file or under the Configuration Manager option in
LSEG Workspace.

4. Generate the private key and CSR files for your ADS service

Use an OpenSSL command, similar to the example below, to generate the files:

openssl req -new -newkey rsa:2048 -nodes -keyout <DOMAIN_NAME>.key -out <DOMAIN_NAME>.csr -
config <DOMAIN_NAME>.cnf

»# Depending on policies in your organisation, the RSA-2048 asymmetric encryption algorithm that used in the example
statement above, could be changed. For example, you can amend the -newkey parameter to specify a key pair encryption
system, such as rsa:3072 or rsa:4096.

5. Sign CSR with CA certificate

openssl x509 -req -sha256 -days 3650 -in < DOMAIN_NAME>.csr -CA <DOMAIN_NAME>_CA.pem -CAkey
<DOMAIN_NAME>_CA.key -CAcreateserial -out <DOMAIN_NAME>.crt -extfile <DOMAIN_NAME>.ext

Generating certificates 8
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A You are prompted to enter the passphrase for your private CA key.
Convert CA certificate from PEM to CRT format

Windows accepts CA certificates in CRT format only. So, use an openssl state, similar to the example below, to convert your

6.

file:

openssl x509 -outform der -in <DOMAIN_NAME>_CA.pem -out <DOMAIN_NAME>_CA.crt

Uploading the <ADS_hostname>_CA.crt to user PCs

You can upload an issued <ADS_hostname>_CA.crt or <DOMAIN_NAME>_CA. pem to every computer running LSEG Workspace
and import it into Trusted Root Certificate Authorities.

1.

Import the certificate

You can import the certificate .crt file either by using the Certificate Import Wizard, or by running a PowerShell cmdlet.

Using the Certificate Import Wizard

a)

b)

c)

d)

e)

f)

To run the Certificate Import Wizard, in Windows File Explorer, right-
click the <ADS_hostname>_CA. crt file and select Install
Certificate.

The Welcome to the Certificate Import Wizard dialog is displayed.
In Store Location, select the Local Machine radio button.

Click Next.

In the Certificate Store dialog, select the Place all certificates in the
following store radio button @.

In Certificate store, click Browse... € and navigate to Trusted Root
Certification Authorities.

Click Next @.
The Completing the Certificate Import Wizard dialog is displayed.

Generating certificates

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to & certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

() Current User

o © Local Machine

Ta continue, dick Next.

0 Mext Cancel

€ L Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

9 © Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities Browse... 9

0 Concel
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g) At the bottom of the Completing the Certificate Import Wizard panel, X
click Finish e & % Centificate Import Wizard

Completing the Certificate Import Wizard

The certificate wil be imported after you did Frish.

ou have spedified the following settings:
(e e e Ny Trusted Root Certification Authorities

Content Certificate
e Cancel
ln Certmgr‘ a certlflcate 1S Cre_a!:ed G Certificates - Local Computer Issued To - Issued By Expiration Date  Intended Purposes  Friendly Name Sta
under the Trusted Root Certificates > i Peronal E51ARA Certiicate Sevices

AAA Certificate Services 17172029 Client Authenticati...  Sectigo (AAA]
< /30/2020 g entica ectigo

~ [ Trusted Root Certification Au
4/4/2036

Authority > Certificates folder:

= tema s
L5JADS_hostname ADS_hostname <None>

= E"mp”s?ﬂu“ ColBalimore Cyber Irust K Baltimore CyberIrust K A igiCert B

> [ Intermediate Certification Au

» [ Trusted Publishers (5] Certum Trusted Metwork CA Certum Trusted Metwork CA 12/31/2028 Client Authenticati... Certum Trusted Net..
» [ Untrusted Certficates (53] Class 2 Public Primary Certificat... Class 3 Public Primary Certificatio...  8/2/2028 Client Authenticati...  VeriSign Class 3 Pu..
» [ Third-Party Root Certficatior|| -#/COMODO RSA Certfication Au... COMODO RSA Certification Auth... 1/19/2038 Client Authenticati...  Sectigo (formerly C..
3 ] Trusted People [yl Copyright (c) 1997 Microsoft C...  Copyright (c) 1997 Microsoft Corp.  12/31/1999 Time Stamping Microsoft Timesta...
» [ Client Authentication Issuers|| i DigiCert Assured ID Root CA DigiCert Assured ID Root CA 11/10/2031 <All> <None>

By running a PowerShell cmdlet
e You can also import a certificate by running a cmdlet from PowerShell, launched with administrative privileges:

Import-Certificate -FilePath "<PATH_TO_CERTIFICATE\<ADS_HOSTNAME>.crt"
CertStorelLocation Cert:\LocalMachine\Root

2. \Verify certificate generation

. . . - ¥ Certificates - Local Computer Issued To - Issued By Expiration Date  Intended Purposes  Friendly Name Sta
To verify if self-signed certificate has been generated > [ personal AR Certificate Semvices AAA Certfcste Sevices coi.. Sectigo (AAA)
~ (5 Trusted Raot Certification Aul| (= 4 7yt External CA Root AddTrust Extemal CA Root cati..  Sectigo (AddTrust)
. g
and installed properly: B ADS hosiname ADS hostname
> [ Enterprise Trust [ Baltimore CyberTrust Root Baltimore CyberTrust Root DigiCert Baltimore
> [ Intermediate Certification Aul
e . 3 O Trusted Publichers [5ICertum Trusted Network CA Certum Trusted Network CA 2 All Tasks 5 icsti.  Certum Trusted Net.
a) | n Certmg r. Select Tru sted Root cert|f|cat|°n > B Untrusted Certificates 51Class 3 Public Primary Certificat... Clas 3 Public Primary Certificatio.. 8/2. Micati..  VeriSign Class 3 Pu...
LI e ) N 3 ] Third-party Root Certificatir|| =5/ COMODO RSA Certfication Au... COMODO RSA Certification Auth... 1/1 Cut Micati..  Sectigo (formerly C..
Author|t|es > Cert|f|cates, r|ght-cl|ck the 3 C Trusted People 5] Copyright (c) 1997 Microsoft C..  Copyright (c) 1997 Microscft Corp, 12/ Copy g Microsoft Timesta...
. 5 [ Client Authentication Issuers|| 3l DigiCert Assured ID Root CA DigiCert Assured ID Root CA. 17 Delete <None>
<ADS hosthame> f||e and select Open e 3 =) Preview Build Roots E5IDigiCert CS RSA4096 Root G5 DigiCert CS RSA4096 Root G5 " | Time... DigiCert CS RSA40S.
- > [ Test Roots [5IDigiCert Global Root CA DigiCert Global Root CA 17 PEp=is Aicati...  DigiCert
> [ AAD Token Issuer S IDigiCert Global Root G2 DigiCert Global Root G2 17”1 Help aticati..  DigiCert Global Roe...
> [ eSIM Certification Authorities| AQJD@\(ER Global Root G3 DigiCert Global Root G3 72— ticati.. DigiCert Global Roo..
b) In the Certificate dialog, opposite, under the General tab, verify the certificate expiration date | . couwae x
and, under the Certification Path tab @), confirm that the certification path reports a valid Generd Deton Cartiatonain

Certfication path

trust chain @. E
3. Download and prepare Certificate files

a) [Recommended] Store certificates and private key files under
/opt/refinitiv/SOFTWARE/globalconfig, in a separate subfolder, certificates,
for example °.

b) Copy the certificate and private key files to the sub-folder®.

UG e
Fhis certhcate 50K

»# To enable WebSocket Secure protocol in ADS and RTC, refer to Enable WebSocket Secure
listening port in ADS/RTC.

oK

5 This subfolder can also be hidden.
6 Each signed certificate and the private key it is based on must be copied to every machine running ADS.

Generating certificates 10
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Enabling the WSS listening port

This section describes the processes that are used to enable the
WSS listening port on ADS and RTC.

Configuring the port on ADS

To configure the WSS listening port on ADS, perform the steps
below. For line placement guidance, refer to the illustration,
opposite:

1. Create a backup copy of your current /opt/refinitiv/SOFTWARE/globalconfig/distribution.cnf file.
2. Open $DISTRIBUTION_CONFIG in a text editor, then do the following:

a) After the *ads*wsPort parameter(s), insert:
*ads*wsPortList : distribution_ws_sink,distribution_wss_sink

b) After the *ads*distribution_ws_sink*zlibCompressionlLevel parameter line, insert the following (WSS)
parameters:

*ads*distribution_wss_sink*applicationIdName : applicationId
*ads*distribution_wss_sink*authTokenName : AuthToken
*ads*distribution_wss_sink*cipherSuite
*ads*distribution_wss_sink*clientToServerPings : True
*ads*distribution_wss_sink*compressionType : 0
*ads*distribution_wss_sink*connectionType : 1
*ads*distribution_wss_sink*dhParams
*ads*distribution_wss_sink*flushInterval : 1
*ads*distribution_wss_sink*guaranteedOutputBuffers : 200
*ads*distribution_wss_sink*inputBias : 10
*ads*distribution_wss_sink*interfaceName
*ads*distribution_wss_sink*maxMounts : 256
*ads*distribution_wss_sink*maxOutputBuffers : 4000
*ads*distribution_wss_sink*numInputBuffers : 100
*ads*distribution_wss_sink*outputThresholdBreach : 60
*ads*distribution_wss_sink*outputThresholdOK : 30
*ads*distribution_wss_sink*pingTimeout : 30
*ads*distribution_wss_sink*poolSize : 300000
*ads*distribution_wss_sink*positionName : AuthPosition
*ads*distribution_wss_sink*reusePort : False
*ads*distribution_wss_sink*serverCert :
/opt/refinitiv/SOFTWARE/globalconfig/Certs/adshost1.crt
*ads*distribution_wss_sink*serverPrivateKey : /opt/refinitiv/SOFTWARE/globalconfig
*ads*distribution_wss_sink*serverToClientPings : True
*ads*distribution_wss_sink*tcpRecvBufSize : 64240
*ads*distribution_wss_sink*tcpSendBufSize : 64240
*ads*distribution_wss_sink*timedWrites : True
*ads*distribution_wss_sink*zlibCompressionLevel : 3

3. Update the Certificate and Private Key path to match your deployment environment, for example:
*ads*distribution_wss_sink*serverCert : /opt/refinitiv/SOFTWARE/globalconfig
/certificates/adshost1.crt
*ads*distribution_wss_sink*serverPrivateKey : /opt/refinitiv/SOFTWARE/globalconfig
/certificates/adshost1.key

4. Openthe /etc/services file in a text editor, with sudo rights, and, after the distribution_ws_sink line, insert the
following line:

distribution_wss_sink 15002/ tcp

Ensure that suggested port number, 15002/ tcp, is unique across that system file. Otherwise, use next available port number
in this range (that is, 15003,15004, and so on).

»# Note that non-root processes like ADS should be enabled to use privileged port numbers below 1024 on Linux OS level.
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5. Restart the ADS process with the following commands:

mdsStop ads
mdsStart ads

Or using the equivalent sudo commands:

sudo systemctl stop ads
sudo systemctl start ads

6. To validate WSS has been properly configured, do the following in a
terminal connected to your ADS or RTC machine:

a) Run the adsmon command.

b) In the main menu, navigate to the Network Statistics page, under
the Sink IPC Statistics menu.

c) Check whether the Enabled value for distribution_wss_sink
is True, confirming ADS is listening on the WebSocket Secure port.

Configuring the port on RTC

To configure the WSS listening port on RTC, do the following:

1. Create a backup copy of the current /opt/refinitiv/SOFTWARE/globalconfig/RTC_client.cnf file.
2. Open RTC_client.cnf in a text editor, then do the following:

a) After the *rtc*wsPort parameter statement, insert the following:
*rtc*wsPortList : distribution_ws_sink,distribution_wss_sink
b) Atthe end of WebSocket Config section, insert the following:

*rtc*distribution_wss_sink*compressionType : 1
*rtc*distribution_wss_sink*serverToClientPings : True
*rtc*distribution_wss_sink*clientToServerPings : True
*rtc*distribution_wss_sink*pingTimeout : 30
*rtc*distribution_wss_sink*minPingTimeout : 6
*rtc*distribution_wss_sink*interfaceName
*rtc*distribution_wss_sink*reusePort : False
*rtc*distribution_wss_sink*connectionType : 1
*rtc*distribution_wss_sink*serverCert : <PATH_TO_CERT>
*rtc*distribution_wss_sink*serverPrivateKey : <PATH_TO_PRIV_KEY>
*rtc*distribution_wss_sink*maxOutputBuffers : 4000
*rtc*distribution_wss_sink*poolSize : 300000

c) Inthe Automatic Login for Authentication section, insert the following:
*rtc*distribution_wss_sink*positionName : AuthPosition
*rtc*distribution_wss_sink*applicationIdName : applicationId
*rtc*distribution_wss_sink*authTokenName : AuthToken

3. WSS enablement post-checks for RTC are performed using the same approach as described for ADS.

Enabling the WSS listening port 12
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Configuring WSS in LSEG Workspace

To configure LSEG Workspace to use the WSS connection protocol, follow the

StepS beIOW: A“"""“:‘""' Acvanead Distribution Servars (ADS) *
1. In LSEG Workspace, select Help > Configuration Manager. aeess |
2. Select Streaming and choose the From a local LSEG Real-Time | s ey - H }
Advanced Distribution Server (ADS) radio button. | |
From the sub-menu that is now shown, select Servers. | owcs "
In the Advanced Distribution Servers (ADS) panel, click ADD SERVER. —_
Configure the servers as they were defined when creating the signed -
certificate. e
6. Click APPLY.
To verify your settings: ) B
1. Restart LSEG Workspace and select Help > About LSEG Workspace. E—— Workspace
Streaming VEFSIONDE?K PM1.'25,204
2. Under the System Status tab, check whether LSEG Workspace is e e oo © 2026 LSEG i s, Al s s
connected to Local infrastructure €. O
3. Under the Streaming tab, in the Local Connectivity section, check that: conmecnon
a) the connection to ADS is using the WSS protocol @. o ity lotrbin
b) The FQDNSs or IP addresses must match the SANs used when v D
Creating certificates. nl:: ";mem Key ‘e;wfw Ahlgs\l‘em Suhsmmmmj Status

LOCAL CONNECTIVITY

Test User
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Troubleshooting

Should you experience issues with the configuration of WSS, to verify your connection, follow the steps below:

1. Verify that the WSS port is accessible from the workstation running LSEG Workspace, using telnet or Windows PowerShell
utilities, by running the following statements:

° C:\>telnet adshost1 15002, or
. PS C:\>tnc adshost1 -Port 15002

2. Runthe testclient utility to ensure that ADS accepts mounts on WSS port:

./testclient -h <HOSTNAME> -S <SERVICE_NAME> -ct ws_rwf -1l EUR= -t @ -T -p 15002 -sslCAStore
<PATH_TO_ROOT_CA_CERT> -encPro 4 -tunnel ssl

To run the test above, the Root CA certificate must be copied to the machine running ADS machine. For:

e Certificates obtained from either Public or Enterprise CA, the Root CA certificate can be exported from the Trusted
Certificate store in the Windows Certificate Manager.

e Self-signed Certificates, the Root CA certificate must be created locally using the OpenSSL tool. For details, refer to the
Creating a single certificate for multiple ADS machines section.

3. Verify certificate details, using the following command:
openssl x509 -in adshostil.crt -text -noout
4. Attempt to connect to the ADS host, using the following command:
openssl s_client -connect <ADS_hostname>: 15002 -cert <ADS_hostname>.crt -CAfile <ADS_hostname>_CA.pem

If the connection is successful, the command, above, produces similar output
to the screenshot, opposite:

Following successful connection, using the adsmon
utility, you will find confirmation of the new WSS mount
on the Network Statistics page, under the Sink IPC
Statistics menu:
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Glossary of terms and acronyms
fom ettt

Active Directory Certificate

Windows Server role for issuing and managing public key infrastructure (PKIl) certificates used in secure

Services (AD CS) communication and authentication protocols.
ADS Advanced Distribution Server
Certificate A file that attests to the identity of an organisation or web browser user and is used to verify that data

being exchanged over a network is from the intended source. The certificate is digitally signed either by
a Certificate Authority (CA) or is self-signed. There are CA certificates, client CA certificates, client
certificates, and server certificates.

Certification Authority (CA)

A third-party organisation, which is used to confirm the relationship between a party to the https
transaction and the public key of that party.

Certificate Signing Request (CSR)

An encoded text file generated on a server, containing public key infrastructure (PKI) information like
common name (domain), organization, and location, along with a public key.

Common Name (CN)

The Fully Qualified Domain Name (FQDN) you want to secure, such as www.example.com or
example.com.

Digital certificate files

The following file formats and extensions are used:

. KEY, generally the private key.

e CRT, contains a single signed certificate.

e  PEM, generally the public key, but it can also contain one or more certificates and, optionally, a

private key.

Encryption Encryption is the process of changing data into a form that can be read only by the intended receiver.

FQDN Fully Qualified Domain Name

OpenSSL Open-source software library and command-line toolkit that provides a robust set of cryptographic
functions.

Private Key A private key is a highly secure, secret alphanumeric code used in asymmetric cryptography to decrypt
data and generate digital signatures.

Public Key A public key is a freely distributable cryptographic key used in asymmetric cryptography to encrypt data
and verify digital signatures. It forms a pair with a corresponding private key, which must be kept secret
to decrypt messages or sign documents.

Root Certificate A self-signed certificate issued from a root level Certificate Authority (CA).

RTC Real-Time Connector (formerly, ADS PoP)

RTDS Real-Time Distribution System

RSA Rivest-Shamir-Adleman (RSA) Algorithm is an asymmetric or public-key cryptography algorithm which

means it works on two different keys: Public Key and Private Key.
e  The Public Key is used for encryption and is known to everyone.
e  The Private Key is used for decryption and must be kept secret by the receiver.

Subject Alternative Name (SAN)

Flexible extension that allows a single certificate to secure multiple hostnames, domains, and
subdomains.
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